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SOC (Securlty Operatlons Center)
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- Threat hunter



- Incident Responder




- Forensic analyst
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Cyber Kill Chain




Cyber Kill Chain UiH

Weaponization Exploitation Command and Control
Create a deliverable malicious payload Exploit a vulnerability by executing Create a command and control channel to
using an exploit and a backdoor code on the victim’s system communicate and pass data back and forth
® ’@\ & ‘? (&] s
Reconnaissance Delivery Installation Actions on Objectives
Gather data on the target Send weaponized bundle to the Install malware on Perform actions to achieve

to probe for weak points victim using email, USB, etc. the target system intended objectives/goals
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Threat Detection



|OC (Indicator of Compromise)

Common Examples of
Indicators of Compromiise
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SIEM (Security Information and Event Management)
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6 Steps of an Incident Response
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Endpoint Detection & Response (EDR)




SIEM (Security Information and Event Management)
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Purple Team
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